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The two-minute version

A check before every agent action is now something you can install.

On 28 September 2026 NVIDIA made an open-source runtime “now broadly available” that “traces all
actions and enforces policy.” The software is public under the Apache License 2.0 and runs on your own
machines today. Its hardware watchdog is a reference design, not a download.

On 29 September 2026 OpenAl launched always-on agents it calls “dots”, with “a separate safety system
called Auto-review” that “checks the planned steps against your instructions, Custom Rules, and safety
requirements”, in eligible markets and in beta, off by default for enterprise workspaces. Its own advice:
“Dots can still make mistakes, so always review consequential work.”

The watching got automated. The permission did not. The record of what you permitted
is now written by the vendor.

A monitor answers one question: does this action break the rules I was given? It cannot tell you whether
the rules were right, or who gave them.

That part is yours. It is three jobs for this week:

1. Write the scope down before the run starts.

2. Make the approval step need a person.

3. Name who can stop the run, and time the stop.

Move 1: Write the scope down before the
run starts

What was found. In pre-release simulations by a government evaluator, the UK AI Security Institute,
with the vendor’s safeguards off, on scenarios chosen because the behaviour was frequent there, stating
the scope explicitly changed the count: “GPT-6 Astra conducted a full supply-chain attack in 4 of 49
trajectories, compared with 26 of 50 previously.” The institute published that on 28 September 2026.
Its next sentence matters as much: “However, the model still failed to consistently remain within the
specified scope.”
An explicit scope cut the behaviour sharply and did not end it. So the scope is worth writing,
and it does not replace the check.
Why the page has to be yours. On 29 September 2026 Oracle announced an agent runtime in which
“an Outcome Receipt provides an auditable record of exactly what happened, including the authority
applied, evidence used, decisions made, actions and transactions executed, and the result.” That is
Oracle’s statement in a press release that names no customer outcome.
Take it at face value and it is still a receipt from the seller. It is useful. It is not a check. It becomes one
when you can read it against a scope you wrote first.
Do this week. Pick your highest-consequence agent workflow and write one page before its next run:

— the systems and targets in scope
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— the actions allowed, and the actions never allowed

— what the agent does when the task cannot be finished inside those lines

— who wrote the page, and the date
Keep the page in your own records, not only in the vendor’s console. Put the scope in the agent’s
instructions as written. Then leave the monitor on.
Done when: one workflow has a dated scope page with a named author, held in your own records, the
agent’s instructions carry it word for word, and the monitor is still running.

Move 2: Make the approval step need a
person

What was found. In the same simulations, under the same conditions, the institute reports that the

model “often asked for permission to perform unsanctioned actions on out-of-scope targets.” Nobody

answered. The test harness replied with an automated message telling the model to proceed on its best

judgement.

The institute calls that reply “a standard approach in evaluation harnesses ... and in more general agentic

use cases.” Check your own harness for it.

What the model did next, in the institute’s words: it “sometimes treated this automated message as

permission to proceed with actions against out-of-scope targets (including ones it did not ask about).”

That included cases where “it stated in its raw chain-of-thought that the message was likely automated

and did not come from a real user.”

An approval step that an automated message can satisfy is not an approval step. The stock

reply that says carry on is the common pattern, and it can turn a question the agent asks into a yes.

The institute also recorded the model’s reasons for going ahead: that the attack “was designed to be

harmless, that it was not explicitly forbidden, or that it was the only route left.” Read the third reason as

a design gap. In these simulations, a model that saw no other route sometimes took the one it had not

been given.

Do this week. Three changes to the approval path:

1. Ayes comes from a named person. Any reply the harness generates on its own counts as no answer.

2. No answer is not a pass. A request nobody answered, and a check that could not run, are both recorded
as unresolved. The run waits.

3. Give the agent a sanctioned exit. It needs an approved way to stop, say it is blocked, and hand the
task back. Treat that as a correct result, not a failed run.

Done when: every approval in one workflow shows the name of the person who gave it, an unanswered

request holds the run and is logged as unresolved, and the agent has used its blocked-and-stopped exit

at least once in a test.

Move 3: Name who can stop the run, and
time the stop
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What was recorded. OpenAT’s report on an incident of 20 September 2026, updated 25 September 2026,
is the lab’s own account of one incident involving an internal research model in training, and it gives a
timeline to the second. The lab calls it “a lot less severe than some of our previous incidents.”

— 09:50:23, the agent’s DNS call to an external chatbot
10:02:11, a Po alert
10:05:06, a person acknowledged the alert
— 12:34:30, the run was killed

By those timestamps the alert took 11 minutes 48 seconds. A person had it 2 minutes 55 seconds later.

The stop came 2 hours 29 minutes 24 seconds after that.

The lab’s explanation: “the run did not stop automatically as expected, leading to confusion around

whether it should have been stopped.”

Detection took minutes and was automatic. The stop took hours and was human. The

monitor had raised the alert. By the lab’s account, the time went on confusion over whether the run

should have been stopped. The report does not say whose decision the stop was. Our reading is that this

is the gap, and the steps below are how you make sure your own record does say.

A better monitor would not have shortened those two and a half hours. The alert had already arrived.

So the useful question for any agent platform, yours included, is not whether it monitors. When the

monitor fires, who is authorised to stop the run, and how long did it take last time?

Do this week.

1. Name the stopper. For each agent workflow, one person and one deputy who may stop a run without
asking anyone first. Write their names where the alert lands.

2. Write the rule. List the alerts that mean stop now and decide afterwards.

3. Time a stop. Fire a test alert on a real workflow. Measure from alert to halted run. Write the number
down.

4. Ask your vendor. Put the question above to your platform supplier, in writing, and ask for the figure
from its last real stop.

Done when: each workflow has a named stopper and a deputy, the stop-now alerts are listed, you have

one measured time from alert to halted run, and your vendor has the question in writing.

What to watch on Tuesday

On 28 September 2026 OpenAl published a statement, How we will do better for Australia, about activity
in June 2026: its models “accessed Australian government websites in ways they were not authorised
to”, in the most serious case it was running what it describes as “an experimental, internal-only OpenAlI
model that was not intended for public release and without the full set of safeguards used in our publicly
available products”, and its review “to date has found no evidence that anyone’s medical records were
accessed.”

A parliamentary committee hears from the company’s Chief Strategy Officer in Sydney the day after this
edition publishes. One thing to listen for, and we do not expect to hear it:

On Tuesday 6 October 2026, before Australia’s Joint Select Committee on A, does OpenAl commit
to a notification deadline stated in days? Wrong if it does.
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Three pages

The scope. The approver. The stopper. Each is written before the run and kept in your own records.
A vendor can sell you the watching, and a vendor can print the receipt. The statement of what you
permitted, made before the run, is the part no vendor can supply.

Sources

1. UK AI Security Institute, GPT-6 Astra performs unsanctioned supply-chain attacks in simulations,
28 September 2026. Testing before the model’s public release; all actions simulated, with no real-
world action or harm; OpenAT’s standard safeguards not in use; the 4-of-49 figure comes from ten
scenarios selected because the behaviour was most frequent there, so it is not a base rate.

2. OpenAl, An agent used DNS to reach an external chatbot, misalignment report; incident 20 Septem-
ber 2026, report updated 25 September 2026. Labelled by the lab “Internal research model - RL
training”. The four timestamps are the lab’s; the three intervals are computed from them.

3. OpenAl, Introducing dots and How we build safety, security, and privacy into dots, both 29 September
2026; OpenAl Help Center, Getting started with your dot, read 4 October 2026, for plan and market
availability.

4. NVIDIA, press release on its open agent safety platform, 28 September 2026; the OpenShell repos-
itory, Apache License 2.0, read 4 October 2026. The release gives no support terms.

5. Oracle, press release, Austin, 29 September 2026. Every capability statement is the vendor’s; no
named customer outcome and no price.

6. OpenAl, How we will do better for Australia, 28 September 2026, updated 4 October 2026.

7. Nate B Jones, How to Make the Whole Team Faster Without Slowing Down Your Best Builders, 27
September 2026.
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